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Abstract of the contribution: This pCR updates Solution#22 on LDNSR selection and other ENs
1 Discussion

This paper proposes to resolve the following ENs in solution 22: 
Editor's note: How the LDNSR retrieves these FQDNs is FFS, there are two ways being proposed, one is to retrieve the information from UDR, and the other is to retrieve the information from SMF.

This EN is proposed to be determined in normative phase.
Editor's note: How the SMF decides the LDNSR is FFS, there are two ways being proposed on board, one is using interaction between LDNSR (acting as AF) and SMF with subscription mechanism, and the other one is using NF selection mechanism provided by NRF.

As discussed during the past two e-meetings, the case that multiple LDNSRs serves a (DNN, S-NSSAI) should be supported, e.g.:

· to have different LDNSR for different groups of UE; 

· to have different LDNSR for load balance;

· to have different LDNSR for different area.

Therefore, the LDNSR, serving the PDU session, which is configured to the UE by the SMF, should be selected out and uniquely identified in the related procedures. Following the existing logic of NF selection and notify/subscribe mechanisms, SMF selection the LDNSR is the properly way. So the solution is updated using NF selection mechanism provided by NRF for deciding the LDNSR serving the PDU session, and the EN is removed.
Editor's note: How the LDNSR maintains a PDU session context bound to the User PDU Session is FFS. There are two ways being proposed, one is using the LDNSR subscribing as AF for PDU Session Status from the SMF, and the other is using new Nldnsr services invoked by the SMF.

This EN is proposed to be determined in normative phase.
Editor's note: How the LDNSR informs SMF is FFS. There are two ways being proposed, one is using the SMF service, and the other is using AF influence on traffic routing procedure.
This EN is proposed to be determined in normative phase.
Editor's note: It is FFS whether the User PDU Session context in LDNSR could be created at this stage

As agreed last e-meeting, “the LDNSR maintains a PDU session context during the lifetime”, so the User PDU Session context should be created while the LDNSR serving the PDU session. So the EN s removed. Regarding how the User PDU Session context is maintained(created/updated/released) is left to be determined in normative phase as included in the EN for LDNSR maintaining a PDU session context.
2 Proposal
Start change 
6.22
Solution #22: DNS based EAS discovery supporting session breakout

This solution is for Key Issue #1 on DNS based EAS discovery supporting session breakout.

6.22.1
Description

Solution #22 introduces LDNSR, which is a new function that allows coordination of the EAS Discovery using DNS and the 5GC connectivity. LDNSR facilitates that it is possible to select with DNS an EAS closer to the edge, and it allows Dynamic ULCL/BP/Local PSA insertion.

The following principles should be applied for this solution:

-
The LDNSR may get the FQDNs for which it provides a specific handling to match with the FQDN in the DNS Queries from the UE.

Editor's note:
How the LDNSR gets these FQDNs is will be determined in normative phase, there are two ways being proposed, one is to retrieve the information from UDR, and the other is to get the information from SMF.

-
At PDU session establishment, the SMF selects the LDNSR serving the PDU session and configures the LDNSR to the UE as the DNS Server for the PDU Session if used. The SMF may select the LDNSR based on the (DNN, S-NSSAI) of the PDU Session and on the PSA selected for the PDU Session. This selection may use NRF discovery. The LDNSR may register onto the NRF.

-
The LDNSR maintains a PDU session context during the lifetime of the PDU session and needs to be made aware of the release of the PDU Session.

Editor's note:
How the LDNSR maintains a PDU session context bound to the User PDU Session is will be determined in normative phase. There are two ways being proposed, one is using the LDNSR subscribing as AF for PDU Session Status from the SMF, and the other is using new Nldnsr services invoked by the SMF.

-
The LDNSR supports to inform SMF with IP addressing information of EAS selected by DNS, which may trigger SMF to perform local UPF insertion/relocation if needed.

Editor's note:
How the LDNSR informs SMF is will be determined in normative phase. There are two ways being proposed, one is using the SMF service, and the other is using AF influence on traffic routing procedure.
2nd change 
6.22.2
Procedures
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Figure 6.22.2-1: DNS resolving in session breakout scenario

The AF may provide EAS deployment information to UDR via Nnef_TrafficInfluence, this includes FQDNs, IP addresses/prefixes, Local DNS resolver/server IP address per DNAI. Multiple AF(s) may provide the information.

The SMF gets the information from PCF (PCC rule) during PDU session establishment. During PDU Session Establishment procedure, the address of C-DNS server or LDNSR is provided by SMF via PCO to UE (LDNSR is provided if Dynamic UL CL/L-PSA insertion applies). Steps 1 - 6 are processed for each DNS request if UL CL/BP is not inserted or if UL CL/BP is not configured to locally route DNS query to local PSA after insertion.

For the "pre-established" ULCL/BP/L-PSA scenario, the SMF performs UL CL/BP/L-PSA selection and insertion based on UE location and sets up uplink filter rule on UL CL/BP. Steps 1 and 8 are processed for each DNS request if UL CL/BP is configured to route DNS query to Local PSA. Also Steps 1 and 8 are processed for each DNS request in the dynamic case for option 3. Step7 m ay happen any time, and among other, it may update the Local DNS Revolver/L-DNS in the UE. The procedures in 6.22.1.3 may be used to configure L-DNS address in UE using PCO during PDU Session Establishment.

At PDU session establishment, the SMF selects the LDNSR using NF selection mechanism provided by NRF and informs the LDNSR for the PDU Session and provides it to the UE as the PDU Session DNS Server. The LDNSR needs to maintain a PDU session context during the lifetime of the PDU session that may also be created at this stage.

The SMF may provide to the LDNSR


Option 1: The ECS option (IP address corresponding to DNAI available to UE's location).


Option 2a: The address of L-DNS server serving the DNAI available to UE's location.


Option 2b: An indication to forward DNS query with FQDN(s) corresponding to DNAI which has no direct connectivity to LDNSR.

Based on the UE location, at PDU session establishment and during UE mobility the SMF may provide the LDNSR with ECS option and L-DNS server address for the relevant FQDNs.

The SMF may also provide the IP range(s) that shall trigger the LDNSR to notify SMF when the IP address (of EAS) in DNS response is within one of these the IP range(s). LDNSR could also be instructed to notify SMF when certain FQDN in the DNS response is matched. At PDU session establishment and during UE mobility, the SMF may provide the LDNSR with the FQDNs that, when received in the DNS query, will trigger the LDNSR to fetch the forwarding parameters from the SMF (option 1 and 2a) or forward the DNS query to the SMF (option 2b) in step 3 of the following procedure.

1.
The UE sends a DNS query including the requested FQDN.

2.
If an ULCL/BP exists and the DNS query matches the uplink filter rule on UL CL/BP to route the DNS query to Local PSA, then step 3 to 6 are skipped. Otherwise the PSA1 UPF forwards the received DNS query to the LDNSR.

3.
Based on the configuration received from the SMF for the FQDN in the DNS query, the LDNSR determines the forwarding parameters:


Option 1: The IP address to add as ECS DNS option. This IP address may correspond to the DNAI/Local PSA selected by the SMF for the UE location and a target domain.


Option 2a (with direct connectivity between LDNSR and L-DNS): The address of L-DNS server towards which to propagate a DNS request. This L-DNS address may correspond to the DNAI associated by the SMF with the UE location and a target domain.


Option 2b (without direct connectivity between LDNSR and L-DNS): The LDNSR requests the SMF to forward a DNS query (in step 5).


The LDSNR may have these forwarding parameters as part of the instructions received from SMF before or may fetch these forwarding parameters from the SMF by providing the FQDN to the SMF in this step..


4a-4b:
Option 1: The LDNSR adds the IPv4 subnet or IPv4 address or IPv6 prefix provisioned by SMF in step 3 as ECS option as specified in RFC 7871 and sends it to C-DNS server. The C-DNS returns the DNS response including EAS IP address.

4c-4d:
Option 2a (with direct connectivity between LDNSR and L-DNS): the LDNSR sends the DNS query to the L-DNS server provisioned by SMF and get the DNS response including the EAS IP address.

For both 4a-4b and 4c-4d, after receiving the DNS response, the LDNSR may inform SMF with IP address of EAS and FQDN if certain criteria set by SMF are matched, e.g., the IP address of EAS in DNS response is within the IP range(s) indicated by SMF, or the FQDN is matched. Then, SMF may decide whether to trigger the insertion of the ULCL/Local PSA.

5a.
The SMF decides DNAI and performs UL CL/L-PSA selection and set up. The DNAI and UL CL/Local PSA2 are selected based on the information provided by LDNSR to ensure the selected local PSA and EAS are corresponding to same DNAI.


Option 2b: If the LDNSR requested the SMF to forward the DNS query in step 3, the SMF sends the DNS query to the address of the local DNS server via the Local PSA2. The SMF configures the Local PSA2 to forward the DNS response to the SMF. When receiving the DNS response, the SMF forwards it to the LDNSR. After receiving the DNS response, the LDNSR may notify the SMF with IP address of EAS as in option 1 and 2a. The SMF may perform update of the ULCL/L-PSA based on this notification as in option 1 and 2a.


Optionally, the SMF may configure the L-DNS address into ULCL to be diverted to L-PSA. In order to redirect subsequent DNS queries directly to the L-DNS, the LDNSR acts as an iterative DNS server and redirects the DNS Query to the L-DNS selected for the UE Location by responding with a referral to the UE. This triggers the UE to send a new DNS query towards the L-DNS.


As an optimization, the SMF may configure uplink forwarding rules on UL CL to route the traffic and (if the SMF is configured to determine that the DNS traffic is not encrypted) subsequent DNS queries for FQDNs corresponding to the DNAI to the Local PSA2 (as option 3a in step 7).

5b. In the case of IPv6 multi-homing, the SMF notifies the UE of the availability of the new IP prefix @ PSA2 using an IPv6 Router Advertisement message (RFC 4861 [32]). Optionally, in this RA message, the SMF may notify UE the new address of DNS server (RFC 8106 [33]) and indicate the UE to contact with DHCP server to get the DNS-related configuration information (RFC 4861 [32]), which is used to select DNS server for a target FQDN (RFC 6731 [26]).


Also, the SMF sends IPv6 multi-homed routing rule along with the IPv6 prefix to the UE to influence the selection of the source Prefix for the subsequent DNS queries(RFC 4191 [29]) as described in TS 23.501 [2] clause 5.8.2.2.2. The SMF may re-configure the UE for the Source IP prefix @ PSA1.

6.
The LDNSR sends DNS response to UE via PSA1.


In the case of IPv6 multi-homing, if the DNS-related information is configured on UE, the UE decides the DNS server to use for the subsequent DNS queries. Otherwise, the UE uses the DNS server address provided in the PCO during PDU session establishment. Further, the UE selects the source IP prefix based on the IPv6 multi-homed routing rule provided by SMF.

7.
The SMF may send PDU session modification command with the local DNS resolver/L-DNS server address via ePCO to the UE. And then the UE updates the DNS server address accordingly.

8.
Option 3a and "pre-established" case: Based on the uplink forwarding rules, if an ULCL exists and the query matches the uplink filter rule on UL CL, the UL CL route the DNS query to local PSA2, and then local N6 routing forwards to Local DN. If no filter is present in ULCL, the DNS request is routed to PSA-1. AF influenced routes with anycast service address may be used to provision PCF which is then used during PDU session establishment to setup traffic filters in ULCL. All application traffic including Do53, DoT and DoH requests are steered using this mechanism.


The DNS query may be routed to a local DNS resolver/L-DNS which then resolves the DNS Query or forwards it for resolution. It may derive an ECS option (using locally configured value or the source address/prefix of the received DNS request), then send the DNS query to Authoritative DNS server using the ECS option. Alternatively, the DNS query may be routed to C-DNS via Local N6 or DN. The deployment should ensure the DNS query packet has topologically correct UE source address when DNS resolver gets it, e.g. via NAT in Local DN. See Figure 6.22.1.4-1.


The local DNS resolver or C-DNS server sends DNS response to the UE by retracing the forward path.


Option 3b:

a.
The local DNS resolver modifies the packet's destination IP address (corresponding to LDNSR) to that of the L-DNS and stores the original IP address (LDNSR-IP) and the packet's source IP address (corresponding to UE's IP address) to its own (i.e. the local DNS resolver's) IP address and stores the original source IP address (UE-IP) for later processing.

b.
The local DNS resolver then forwards the modified DNS request to the L-DNS and processes as follows:

-
If the L-DNS can resolve the IP address for the requested FQDN of EAS, it responds to the local DNS resolver with the desired IP address of the local EAS.

-
If the L-DNS cannot resolve the IP address for the requested FQDN of EAS but it is connected to a C-DNS, it communicates with the C-DNS to recursively resolve the EAS IP address.

NOTE 1:
Option 1 and 2 can be still applicable in Phase 2 if the requested FQDN is not configured to be local routed on the UL CL or the DNS traffic is encrypted.

NOTE 2:
Option 3 can be applied when SMF is configured to know that there is connectivity between local DN and central DN.

When the PDU Session is released, the LDNSR removes the corresponding UE context for the PDU session (UE IP address).
6.22.3
Impacts on services, entities and interfaces

UE:

-
In the case of IPv6 multi-homing, the UE receives the DNS-related configuration information for the PDU Session and selects the DNS server to be used for DNS queries of a specific FQDN.

SMF:

-
selects LDNSR and Configures UE with the address of LDNSR as the DNS server during PDU session establishment via PCO.

-
the SMF provides the LDNSR with:

-
Option 1: the IP address to add as ECS DNS option.

-
Option 2a + 2b  (with direct connectivity between LDNSR and L-DNS): the address of L-DNS server towards which to propagate a DNS request.

-
Option 2b (without direct connectivity between LDNSR and L-DNS) the requirement (with relevant filters) to forward a DNS request to the SMF.
-
Conditions on the DNS response that request LDNSR to notify the SMF.
-
Dynamically (upon LDNSR notifications) may insert ULCL and/or local PSA and optionally configures the traffic routing rule to ULCL/BP for subsequent DNS queries targeting FQDNs supported by the DNAI.
-
Option 2b: forwards the DNS query and response between the LSNSR and the DNS server on the DN.
-
In the case of IPv6 multi-homing, the SMF indicates the UE to contact the DHCP server to get the DNS-related configuration information for the PDU Session.

UPF:

UPF as an ULCL:

-
Optionally, the ULCL is configured with uplink forwarding rules to route the traffic and DNS queries for FQDNs ranges to the Local PSA2 (assuming DNS traffic is not ciphered).

LDNSR:

-
LDNSR is a standalone Network Function.

-
performs the role of a DNS Resolver and performs interactions with the SMF via service based interface.

-
the LDNSR is configured by the SMF with information as defined in the SMF impacts.
-




-
The handling of DNS message in the LDNSR:

-
Option 1: the LDNSR adds ECS option in DNS query message.

-
Option 2a+2b : the LDNSR redirects the DNS query to the L-DNS.

-
Option 2b: the LDNSR forwards the DNS query to the SMF and receives the DNS response from SMF.

-
The LDNSR may be provided with the IP range(s) and indicated by SMF to notify the IP address of EAS (in DNS response) to SMF if the IP address of EAS in DNS response matches the IP range(s). The LDNSR may also notify the IP address and FQDN in the DNS response to SMF if FQDN is matched.

Local DNS Resolver:

-
Option 3b: Store the original DNS Request from UE, generate a DNS Request by modifying the source and destination IP addresses of the UE originated DNS Request and send the DNS Request to L-DNS Server.

NOTE:
Whether the IP address modification in DNS Request as proposed in option3b can be used in deployment or not is subject to local regulations.

PCF


Potential impacts on AF, NEF, UDR and PCF related with potential induced changes on Nnef_TrafficInfluence will be determined in the normative phase.
End of change
L-DNS server/resolver
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